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This process is to be used to stop users from moving an access-controlled share to somewhere else within other
directories they have access to. It makes slightly different use of the traverse folder in the standard setup and
should be separate from any other traverse security groups used on the folder to access deeper shares because
of the nature of the access granted.

To create the share is fairly simple:

1. Create two security groups for the folder that you want to restrict moving. The security groups should
follow the standard convention:

a. SOM<Dept ID> <Folder Name> M

b. SOM<Dept ID> <Folder Name> W

c. Instead of creating a standard traverse group we’re creating a write group.

2. Add SOM<Dept ID> <Folder Name> M as a member of SOM<Dept ID> <Folder Name> W
3. Add SOM<Dept ID> <Folder Name> W as a member of the appropriate parent traverse group.

4. Open the security permissions of the folder you wish to set this access up for and go to the advanced
options.
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Test Share Properties

General Securty  Previous Versions  Customize

Group or user names:

Object name:  “'wecisilon rams.adp veu edusom TS5 Share Test

S& SOMisilon_F (RAMS\SOMIsilon_F) A
H& SOMisilon_R (RAMS4SOMIsilon_R)

H& SOMisilon_TS_R {RAMS'SOMIsilon_TS_R) W
< >

To change permissions, click Edit. Edit

Pemissions for SOMIsilon_F Allow Dery

Full contral 2
Modify

Read & execute
List folder conterts
Read

For special pemissions or advanced settings,
click Advanced. i d

QK Cancel Anply

5. In the advance window click add



Advanced Security Settings for Test Share

MName:

Owner:

Permissions

\\uccisilon.rams.adp.veu.edutsom' TS\ Share\ Test Share

mightytjmangine (mightytjmangino@RAMS.adp.vcuedu) Change

Share

Auditing

Effective Access

For additional infermation, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type
SR Allow
HB Allow
BB Allow
BB Allow
BB Allow
BB Allow
BB Allow

Principal

SOMTS_TestShare T (RAMSAS...
SOMTS_TestShare_M (RAMS\...
SOMTS_Share_R (RAMS\SOM...
SOMIsilon_TS_R (RAMS\SOMI...
SOMIsilon_F (RAMS\SOMIsilo...
SOMIsilon_R (RAMS\SOMIsilo...
Domain Admins (RAMS\Dom...

Aecess

Read, write & execute
Modify

Read 8 execute

Read 8 execute

Full centrol

Read 8 execute

Full centrol

Inherited from

Mone

Mone

\wccisilon.rams.adp.v...
\wccisilon.rams.adp.v...
\wccisilon.rams.adp.v...
\wccisilon.rams.adp.v...

\\uccisilon.rams.adp.v...

Applies to

This felder only

Subfolders and files only

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Add

Remove View

Dizable inheritance

[] Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

2.

Click Select a principal




Permission Entry for Test Share [m} x

Type: Allow

Appliesto: | This folder, subfolders and files

Basic permissions: Show advanced permissions
Full control
Modify

Read & execute
List folder contents
Read

Write

Special permissions

Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

1. Unable to contact Active Directory to access or verify claim types,

Add a condition

oK Cancel

3. Add the SOM<Dept ID> <Folder Name> M group and select ok.

4. Give this group modify permissions to folder and set Applies to “Subfolders and files only” and press ok



Permission Entry for Test Share

Principal:
Type:

Appliesto] | Subfolders and files only

Basic permissions:

[[]Only apply these permissions to objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Unable to contact Active Directory to access or verify claim types.

SOMTS_TestShare_M (RAMS\SOMTS_TestShare_M) | Select a principel

Allow ~

Show advanced permissions

[C]Full control

Modify

Read & execute
List folder contents
Read

[+ Wirite

Special permissions

Clear all

Cancel

5.

6.

7.

Repeat steps 5 and 6
Add SOM<Dept ID> <Folder Name> W and select ok

Give this group Read & Execute, List folder contents, read, and write permissions and set Applies to “This

folder only”



Permission Entry for Test Share

Principal:  SOMTS_TestShare_T (RAMSWSOMTS_ TestShare /W) Select a principal

~

Type: Allow

Applies to: | | This folder only

Basic permissions: Show advanced permissions

[C]Full control
[ Modify
Read & execute

Read
Write

Special permissions

Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

1. Unable to contact Active Directory to access or verify claim types,

Add a condition

Cancel

Apply permissions and then add the users to access the folder and it’s contents to
the SOM<Dept ID> <Folder Name> M group and apply.



